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106TH CONGRESS REPT. 106-1035
92d Session HOUSE OF REPRESENTATIVES Part 1

NUCLEAR SECRETS SAFETY ACT OF 2000

DECEMBER 15, 2000.—Ordered to be printed

Mr. SPENCE, from the Committee on Armed Services,
submitted the following

REPORT

[To accompany H.R. 4737]

[Including cost estimate of the Congressional Budget Office]

The Committee on Armed Services, to whom was referred the bill
(H.R. 4737) to require an inventory of documents and devices con-
taining Restricted Data at the national security laboratories of the
Department of Energy, to improve security procedures for access to
the vaults containing Restricted Data at those laboratories, and for
other purposes, having considered the same, report favorably there-
on with amendments and recommend that the bill as amended do
pass.

The amendments are as follows:

Strike out all after the enacting clause and insert in lieu thereof
the following:

SECTION 1. SHORT TITLE.

This Act may be cited as the “Nuclear Secrets Safety Act of 2000”.

SEC. 2. INVENTORY OF RESTRICTED DATA AT NATIONAL SECURITY LABORATORIES.

(a) INVENTORY REQUIRED.—Not later than 90 days after the date of the enactment
of this Act, the Administrator for Nuclear Security shall conduct an inventory of
each document or device at each national security laboratory that contains Re-
stricted Data and shall submit to the Committee on Armed Services of the Senate
and the Committee on Armed Services of the House of Representatives a report con-
taining the results of that inventory.

(b) DEFINITIONS.—For purposes of this section:

(1) The term “national security laboratory” has the meaning given such term
in se;:tion 3281 of the National Nuclear Security Administration Act (50 U.S.C.
2471).

(2) The term “Restricted Data” has the meaning given such term in para-
grapl(ls))(l) and (2) of section 11 y. of the Atomic Energy Act of 1954 (42 U.S.C.
2014(y)).

SEC. 3. INCREASED SECURITY FOR VAULTS AT NATIONAL SECURITY LABORATORIES.

(a) AcCEss TO VAULTS.—(1) Section 3234 of the National Nuclear Security Admin-
istration Act (50 U.S.C. 2424) is amended—
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(A) by striking “The Administrator” and inserting “(a) PROCEDURES RE-
QUIRED.—The Administrator”; and
(B) by adding at the end the following new subsection:

“(b) AcCESS TO VAULTS AT NATIONAL SECURITY LABORATORIES.—With respect to
any vault containing Restricted Data at any national security laboratory, the proce-
dures shall, at a minimum, provide that an individual shall not have unrestricted
access to any such vault except in accordance with the following requirements:

“(1) Before each such access, the identity of the individual is verified by—
“(A) an attendant through direct visual observation;
“(B) biometric technology; or
“(C) other means providing a high confidence level in verifying the iden-
tity of the individual.
“(2) For each such access, a permanent record of such access is maintained.

“(c) CHANGE OF LOoCK COMBINATIONS TO VAULTS AT NATIONAL SECURITY LABORA-
TORIES.—The Administrator shall ensure, for each vault containing Restricted Data
at each national security laboratory, that the combination of each lock to such vault
is changed not later than—

“(1) one week after each removal of an individual from the list of individuals
permitted access to such vault; and
“(2) 12 months after the date on which the combination was last changed.”.

(2) The requirements of subsection (b) of section 3234 of such Act (as added by
paragraph (1)) shall apply to each access referred to in that subsection that occurs
after the expiration of the 24-hour period beginning upon the enactment of this Act.

(3) The Administrator for Nuclear Security shall ensure, for each vault containing
Restricted Data at each national security laboratory, that the combination of each
lc%ckhto Iiuch vault is changed not later than 30 days after the date of the enactment
of this Act.

(b) REPORT ON NNSA PoLYGRAPH PoLicY.—(1) Not later than 90 days after the
date of the enactment of this Act, the Administrator for Nuclear Security shall sub-
mit to the Committee on Armed Services of the Senate and the Committee on
Armed Services of the House of Representatives a report on the policy recommenda-
tions of the Adminstrator regarding the use of counterintelligence polygraph exami-
nations within the National Nuclear Security Administration. The report shall con-
tain the recommendations of the Administrator as to what the policy of the Admin-
istration should be regarding—

(A) the use of such examinations generally as a prerequisite to access (re-
stricted or unrestricted) to Restricted Data; and

(B) the use of such examinations as a prerequisite to access (restricted or un-
restricted) to vaults containing Restricted Data.

(2) For purposes of this section, the term “Restricted Data” has the meaning given
such term in paragraphs (1) and (2) of section 11 y. of the Atomic Energy Act of
1954 (42 U.S.C. 2014(y)).

SEC. 4. USE OF ELECTRONIC LOCKS FOR CLASSIFIED AREAS AND CLASSIFIED INFORMATION
OF NATIONAL NUCLEAR SECURITY ADMINISTRATION.

Section 3234 of the National Nuclear Security Administration Act (50 U.S.C.
2424), as amended by section 3 of this Act, is further amended by adding at the
end the following new subsection:

“(d) ELECTRONIC LOCKS REQUIRED.—The Administrator shall ensure that, after
October 1, 2002, each lock used by the Administration to secure any vault, safe, or
other container used to store Restricted Data is an electronic lock that meets or ex-
ceeds the FF-L-2740A lock standard of the General Services Administration, as in
effect on the date of the enactment of the Nuclear Secrets Safety Act of 2000.”.

Amend the title so as to read:
A bill to require an inventory of documents and devices containing Restricted
Data at the national security laboratories of the National Nuclear Security Adminis-

tration, to improve security procedures for access to the vaults containing Restricted
Data at those laboratories, and for other purposes.

PURPOSE AND BACKGROUND

The purpose of H.R. 4737 is to enhance security controls over the
handling of classified nuclear weapons information at the national
security laboratories of the National Nuclear Security Administra-
tion (NNSA) of the Department of Energy (DOE). As amended by
the committee, the bill would require the Administrator for Nuclear
Security to conduct an inventory of each document or device con-
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taining classified nuclear weapons information and to assess the
use of polygraphic examinations as a prerequisite to access to such
information. H.R. 4737 would also specify the procedures required
to gain access to document storage vaults at the national security
laboratories and would establish minimum standards for electronic
locks for use in the safeguarding of classified nuclear weapons in-
formation.

On June 9, 2000, the Committee on Armed Services was notified
by the Department of Energy that two computer hard drives con-
taining classified Restricted Data were missing from a classified
document storage vault located in the weapons design “X Division”
at the Los Alamos National Laboratory. The committee notes that
Restricted Data is classified information concerning the develop-
ment, design, manufacture, and use of nuclear weapons. The com-
mittee further notes that such information can only be accessed by
individuals with specific and appropriate security clearances.

The hard drives were designed for use with a portable computer
by the Nuclear Emergency Search Team (NEST) for emergency de-
ployments to locate and disarm lost nuclear devices of the United
States or other nations, or to disarm potential terrorist-produced
nuclear devices. The hard drive contained classified nuclear weap-
on information to aid the NEST team in these emergency situa-
tions. The Department of Energy and the Federal Bureau of Inves-
tigation (FBI) conducted searches to locate the hard drives and to
determine which laboratory staff members had access to the de-
vices. The FBI also began to administer polygraphic examinations
to members of the NEST team to determine the disposition of the
hard drives.

On June 14, 2000 the Committee on Armed Services held a hear-
ing to examine the security failure at Los Alamos National Labora-
tory and to assess security policies and procedures of the national
security laboratories in the handling of classified nuclear weapons
information. The committee determined that 26 members of the
NEST team had unrestricted, 24-hour access to the document stor-
age vault where the hard drives and their computers were stored.
Information supplied by the Department of Energy indicated that
the hard drives could be removed by cleared individuals without a
“sign out” because the hard drives were classified as Secret-level
Restricted Data and that existing DOE security policies and proce-
dures did not require specific accountability over individual Secret-
level documents or devices, including for those documents or de-
vices containing Restricted Data relating to nuclear weapons. As a
result of these security policies and procedures, there was no record
of when, or by whom, the hard drives were removed from the clas-
sified storage vaults. In addition, the committee further determined
that Secret-level Restricted Data held by the Department of Energy
is not subject to regular inventory procedures and that changes in
lock combinations and other routine security procedures for the
handling of classified information had not been effectively imple-
mented.

Notwithstanding the recovery of the two hard drives by staff of
the Department of Energy from behind a photocopier within the “X
Division” on June 16, 2000, the committee believes that significant
enhancements of basic security policies and procedures in the han-
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dling of classified nuclear weapons information by the Department
of Energy is warranted.

LEGISLATIVE HISTORY

H.R. 4737 was introduced on June 23, 2000 and referred to the
Committee on Armed Services.

On June 28, 2000, the Committee held a markup session to con-
sider H.R. 4737. The committee adopted an amendment in the na-
ture of a substitute by a voice vote. The amended version of the bill
was reported favorably by a voice vote.

SECTION-BY-SECTION ANALYSIS

The following is a section-by-section analysis of the amendment
in the nature of a substitute adopted by the committee.

SECTION 1—SHORT TITLE

This section would cite the Act as the “Nuclear Secrets Safety
Act of 2000.”

SECTION 2—INVENTORY OF RESTRICTED DATA AT NATIONAL SECURITY
LABORATORIES

This section would require the Administrator for Nuclear Secu-
rity to conduct an inventory of each document or device at each na-
tional security laboratory that contains Restricted Data not later
than ninety days after the date of enactment of this Act. This sec-
tion would also require the Administrator to submit a report con-
taining the results of that inventory to the Senate Armed Services
Committee and the House Armed Services Committee.

SECTION 3—INCREASED SECURITY FOR VAULTS AT NATIONAL
SECURITY LABORATORIES

This section would amend section 2424 of title 50, United States
Code, to require the Administrator for Nuclear Security to ensure
that procedures governing access to any vault containing Restricted
Data at any national security laboratory shall require that the
identity of an individual with unrestricted access to any such vault
be verified by an attendant through direct visual observation, bio-
metric technology, or other means that would provide a high con-
fidence level in verifying the identity of the individual and that a
permanent record of such access be maintained. This section would
also require the Administrator to ensure that changes of lock com-
binations to vaults at national security laboratories are changed
within certain specified time limits. This section would further re-
quire the Administrator to assess the use of polygraphic examina-
tions as a prerequisite to restricted or unrestricted access to Re-
stricted Data or vaults containing such data. The Administrator
shall submit his report, and any recommendation, to the Senate
Armed Services Committee and the House Armed Services Com-
mittee not later than ninety days after the date of enactment of
this Act.
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SECTION 4—USE OF ELECTRONIC LOCKS FOR CLASSIFIED AREAS AND
CLASSIFIED INFORMATION OF NATIONAL NUCLEAR SECURITY ADMIN-
ISTRATION

This section would amend section 2424 of title 50, United States
Code, to require the Administrator for Nuclear Security to ensure
that, after October 1, 2002, each lock used by the National Nuclear
Security Administration to secure any vault, safe, or other con-
tainer used to store Restricted Data is an electronic lock that meets
or exceeds certain specified lock standards of the General Services
Administration.

COMMITTEE POSITION

On June 28, 2000, the Committee on Armed Services, a quorum
being present, approved H.R. 4737, as amended, by a voice vote.

FiscaL DATA

Pursuant to clause 3(d)(2)(A) of rule XIII of the Rules of the
House of Representatives, the committee attempted to ascertain
annual outlays resulting from the bill during fiscal year 2001 and
the four following fiscal years. The results of such efforts are re-
flected in the cost estimate prepared by the Director of the Con-
gressional Budget Office under section 402 of the Congressional
Budget Act of 1974, which is included in this report pursuant to
clause 3(c)(3) of rule XIII of the Rules of the House.

CONGRESSIONAL BUDGET OFFICE ESTIMATE

In compliance with clause 3(c)(3) of rule XIII of the Rules of the
House of Representatives, the cost estimate prepared by the Con-
gressional Budget Office and submitted pursuant to section 402(a)
of the Congressional Budget Act of 1974 is as follows:

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, July 10, 2000.
Hon. FLOYD SPENCE,
Chairman, Committee on Armed Services,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 4737, the Nuclear Secrets
Safety Act.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Matthew A. Schmit.

Sincerely,
DaN L. CRIPPEN, Director.

H.R. 4737—Nuclear Secrets Safety Act

H.R. 4737 would require the Department of Energy to take an
inventory of all restricted material at its national security labora-
tories (Los Alamos, Sandia, and Lawrence Livermore) and would
require measures to further control access to this material. These
measures include biological identification devices for restricted
vaults and electronic locks for all safes. CBO estimates that imple-
menting the bill would cost about $28 million over the 2001-2003
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period, assuming appropriation of the necessary funds. Because
H.R. 4737 would not affect direct spending or receipts, pay-as-you-
go procedures would not apply.

H.R. 4737 contains no intergovernmental or private-sector man-
dates as defined in the Unfunded Mandates Reform Act (UMRA).
Public universities that contract with the National Nuclear Secu-
rity Administration (NNSA) would incur additional costs as a re-
sult of this legislation, but those costs would be covered through
their contractual agreements with the federal government.

Estimated cost to the Federal Government: The estimated budg-
etary impact of H.R. 4737 is shown in the following table. The costs
?f th)is legislation fall within budget function 050 (national de-
ense).

Basis of estimate: CBO estimates that implementing H.R. 4737
would cost $28 million, assuming appropriation of the necessary
amounts. Of that total, $25 million would stem from the inventory
of restricted material and $3 million would result from the pur-
chase and installation of biological identification devices on re-
stricted vaults. CBO estimates no incremental cost from installing
electronic locks because that is being done under current law.

By fiscal year, in millions of dollars

2000 2001 2002 2003 2004 2005

SPENDING SUBJECT TO APPROPRIATION
Spending under current law for NNSA weapons activities:

Estimated authorization levell ... 4,427 4,427 4,427 4,427 4,427 4,427

Estimated outlays 4250  A506 4427 4427 4427 4421
Proposed changes:

Estimated authorization level ... 0 28 0 0 0 0

Estimated outlays 0 18 9 1 0 0
Spending under H.R. 4737 for NNSA weapons activities:

Estimated authorization level ..........cccooomoniiincinicirnninns 4,427 4,455 4,427 4,427 4,427 4,427

Estimated outlays 4250 4524 4436 4428 4427 4421

1The 2000 level is the amount appropriated for that year. The current-law amounts for 2001 through 2005 assume that appropriations re-
main at the 2000 level. If they are adjusted for inflation the base amounts would rise by about $110 million a year, but the estimated
changes would remain as shown under “Proposed Changes.”

The estimated cost of taking an inventory of restricted material
is based on information from the three national security labora-
tories. An inventory of this scope is not a routine procedure at the
national security laboratories, and extra personnel would be re-
quired to complete it. The inventory would cover approximately 8.5
million documents in 4,300 repositories. Information from the labs
indicate that costs would range from $4,500 to $8,000 to inventory
each repository. CBO assumes the average cost per repository
would be about $6,000.

CBO expects that installing biological identification devices on
restricted vaults would cost—on average—approximately $5,000
per vault, based on information from the laboratories and the Gen-
eral Services Administration. This cost might vary widely depend-
ing on the need for integration into existing security systems and
the total size of the network. CBO expects that such devices would
be installed on about 540 vaults.

Pay-as-you-go considerations: None.

Intergovernmental and private-sector impact: H.R. 4737 contains
no intergovernmental or private-sector mandates as defined in
UMRA. Public universities that contract with the NNSA would
incur additional costs as a result of this legislation, but those costs
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would be covered through their contractual agreements with the
federal government.

Estimate prepared by: Federal costs: Matthew A. Schmit. Impact
on State, local, and tribal governments: Leo Lex. Impact on the pri-
vate sector: R. William Thomas.

Estimate approved by: Peter H. Fontaine, Deputy Assistant Di-
rector for Budget Analysis.

COMMITTEE COST ESTIMATE

Pursuant to clause 3(d) of rule XIII of the Rules of the House of
Representatives, the committee generally concurs with the estimate
contained in the report of the Congressional Budget Office.

OVERSIGHT FINDINGS

With respect to clause 3(c)(1) of rule XIII of the Rules of the
House of Representatives, this legislation results from hearings
and other oversight activities conducted by the committee pursuant
to clause 2(b)(1) of rule X.

With respect to clause 3(c)(2) of rule XIII of the Rules of the
House of Representatives and section 308(a)(1) of the Congressional
Budget Act of 1974, this legislation does not include any new
spending or credit authority, nor does it provide for any increase
or decrease in tax revenues or expenditures. The fiscal features of
this legislation are addressed in the estimate prepared by the Di-
rector of the Congressional Budget Office under section 402 of the
Congressional Budget Act of 1974.

With respect to clause 3(c)(4) of rule XIII of the Rules of the
House of Representatives, the committee has not received a report
from the Committee on Government Reform and Oversight per-
taining to the subject matter of H.R. 4737.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 3(d)(1) of rule XIII of the Rules of the House
of Representatives, the committee finds the authority for this legis-
lation in Article I, section 8 of the United States Constitution.

STATEMENT OF FEDERAL MANDATES

Pursuant to section 423 of Public Law 1044, this legislation con-
tains no Federal mandates with respect to state, local, and tribal
governments, nor with respect to the private sector. Similarly, the
bill provides no unfunded Federal intergovernmental mandates.

RECORD VOTE

In accordance with clause 3(b) of rule XIII of the Rules of the
House of Representatives, a record vote was taken with respect to
the committee’s consideration of an amendment offered by Mr.
Abercrombie. The record of this vote can be found on the following
page.

The committee ordered H.R. 4737, as amended, reported to the
House with a favorable recommendation by a voice vote, a quorum
being present.



8

COMMITTEE ON ARMED SERVICES

106TH CONGRESS
RECORD VOTE

Description: Date: June 28, 2000

Amendment in the Second Offered by: Mr. Abercrombie

Degree to H.R. 4737

Voice Vote _Ayes  Nays
Rep. Aye Nay |Present Rep. Aye Nay [Present

Mr. Spence X Mr. Skelton X

Mr. Stump X Mr. Sisisky X

Mr. Hunter X Mr. Spratt X

Mr. Kasich X Mr. Ortiz X

Mr. Bateman X Mr. Pickett

Mr. Hansen Mr. Evans X

Mr. Weldon Mr. Taylor X

Mr. Hefley Mr. Abercrombie X

Mr. Saxton X Mr. Meehan X

Mr. Buyer X Mr. Underwood X

Mrs. Fowler X Mr. Kennedy

Mr. McHugh Mr. Blagojevich

Mr, Talent X Mr. Reyes X

Mr. Everett X Mr. Allen

Mr. Bartlett X Mr. Snyder X

Mr. McKeon X Mr. Turner

Mr. Watts X Mr. Smith X

Mr. Thornberry X Ms. Sanchez X

Mr. Hostettler X Mr. Maloney X

Mr. Chambliss X Mr. Mclintyre X

Mr. Hilleary X Mr. Rodriguez X
"|Mr. Scarborough Ms. McKinney X

Mr. Jones Ms. Tauscher X

Mr. Graham X Mr. Brady X

Mr. Ryun X Mr. Andrews X

Mr. Riley X Mr. Hill X

Mr. Gibbons X Mr. Thompson X

Ms. Bono X Mr. Larson X

Mr. Pitts X

Mr. Hayes X

Mr. Kuykendail X

Mr. Sherwood

Roll Call Vote Total 25 Aye 23 Nay Present
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CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic,
existing law in which no change is proposed is shown in roman):

SECTION 3234 OF THE NATIONAL NUCLEAR SECURITY
ADMINISTRATION ACT

SEC. 3234. PROCEDURES RELATING TO ACCESS BY INDIVIDUALS TO
CLASSIFIED AREAS AND INFORMATION OF ADMINISTRA-
TION.

[The Administrator] (a¢) PROCEDURES REQUIRED.—The Adminis-
trator shall establish appropriate procedures to ensure that any in-
dividual is not permitted unescorted access to any classified area,
or access to classified information, of the Administration until that
individual has been verified to hold the appropriate security clear-
ances.

(b) ACCESS TO VAULTS AT NATIONAL SECURITY LABORATORIES.—
With respect to any vault containing Restricted Data at any na-
tional security laboratory, the procedures shall, at a minimum, pro-
vide that an individual shall not have unrestricted access to any
such vault except in accordance with the following requirements:

(1) Before each such access, the identity of the individual is
verified by—
(A) an attendant through direct visual observation;
(B) biometric technology; or
(C) other means providing a high confidence level in
verifying the identity of the individual.
(2) For each such access, a permanent record of such access
is maintained.

(¢c) CHANGE OF LOCK COMBINATIONS TO VAULTS AT NATIONAL SE-
CURITY LABORATORIES.—The Administrator shall ensure, for each
vault containing Restricted Data at each national security labora-
tory, that the combination of each lock to such vault is changed not
later than—

(1) one week after each removal of an individual from the list
of individuals permitted access to such vault; and

(2) 12 months after the date on which the combination was
last changed.

(d) ELEcTRONIC LOCKS REQUIRED.—The Administrator shall en-
sure that, after October 1, 2002, each lock used by the Administra-
tion to secure any vault, safe, or other container used to store Re-
stricted Data is an electronic lock that meets or exceeds the FF-L—
2740A lock standard of the General Services Administration, as in
effect on the date of the enactment of the Nuclear Secrets Safety Act
of 2000.
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